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America’s Most Common Crime

• Catch Me If You Can

Frank Abignale, Jr.
• Give me your address and I’ll give you….
• Scam 1: Elderly home owners
• Scam 2: Stealing a co-worker’s identity
• Scam 3: Washing checks
• Scam 4: Phishing by phone or email

• www.abignale.com
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Professor charged with stealing students' IDs
Monday, June 6, 2005

• WINTER HAVEN, Florida (AP) -- A community college
professor has been charged with using his students' names and
Social Security numbers to obtain department store credit
cards.
Bradley Neil Slosberg, 49, of Winter Haven, was arrested Friday
on charges of criminal use of personal identification and scheming
to defraud, the Polk County Sheriff's Office said.
Slosberg and his girlfriend, Deborah Hafner, stole the identities of
at least three of the students from his anatomy and physiology
class at Polk Community College, sheriff's office spokeswoman
Carrie Rodgers said.
Hafner, 45, filled out the credit card applications and committed
the forgeries, Rodgers said. She was charged with two counts of
forgery and one count each of criminal use of personal
identification and scheming to defraud.
The couple could not be reached for comment early Monday.
Slosberg had asked his students to write their names and Social
Security numbers on a sign-in sheet, students said. "We all signed
it," Amanda Bracewell said. "We figured, 'He's a teacher, what is
he going to do with it?"'

ID Theft Headlines

• Time Warner Statement on Lost Employee Data Tapes
NEW YORK, May 2, 2005
 Time Warner Inc. (NYSE: TWX) today said that a container of its computer back-up tapes was
lost by an outside data storage firm during shipment to one of that firm’s storage facilities. For
several years, as part of its regular processes to protect its computerized data, Time Warner
has used this firm, a leader in data storage, to ship and store its computer back-up tapes
offsite.

The missing tapes contained data from Time Warner, including personal information on current
and former employees. The tapes did not include personal data on Time Warner customers.
The U.S. Secret Service is involved in an active investigation of this matter, working closely
with Time Warner and the outside data storage firm. To date, the investigation has not found
any evidence that the tapes or their contents have been accessed or misused.

Time Warner is today notifying individuals whose information may have been on the missing
tapes of this incident and of resources at their disposal to monitor their credit reports in the
event of unusual activity.

“We take the security of our employees’ personal information extremely seriously and we
deeply regret that this incident occurred,” said Larry Cockell, Time Warner’s Senior Vice
President and Chief Security Officer. “While we have no evidence to suggest the information on
the tapes has been accessed or misused, we are providing current and former employees with
resources to monitor their credit reports while our investigation continues. We are working
closely and aggressively with law enforcement and the outside data storage firm to get to the
bottom of this matter.”
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Headlines

Boardroom Fallout

Dunn Resigns as H-P Chairman Amid
furor over Phone Probes

                                        -Wall Street Journal 9/13/2006

Could It Happen To You?
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Could It Happen To You?
• 2004 – 9.3 million victims
• 2003 – 10.1 million victims
• Bank and credit card company losses $47

BILLION
• Average theft when spotted online: $500
• Average theft when spotted on paper: $4,500
• 29% of victims lost wallet, checkbook, credit

card
• 12% of victims hit electronically
• Dumpster diving still #1

Could It Happen To You?
• Average consumer time spent on personal

records cleanup: 2004 – 28 hours; 2003 – 33
hours

• 1 in 24 adults will be victims this year
• 70% of ID crimes start with personal data

theft by employee
• 14% of ID theft committed by family and

friends
• Market prices: SS# $49; Drivers License $90;

Birth Cert. $79; EIN# $100
• Michigan Club Subsidiary…or not….



6

Risk Management
• Protect members;
• Protect employees;
• Protect yourselves

• Hiring Practices;
• Information controls;
• Document retention policy;
• Document destruction policy;
• Security breach policies?

– http://www.timewarner.com/corp/newsroom/employee
_data_tapes/employee_letter.html

• Service Providers:
– Banks?
– Web services?
– Health insurance providers?
– Payroll bureaus?
– Have you asked them?

ID Theft Resource Center
• Does your business:

– Conduct a criminal or civil background check before
hiring employees who will have access to personal
identifying information?

– Provide cross-cut paper shredders at each workstation
or cash register area or use a locked wastebasket and
shredding company for the disposal of credit card
slips, unwanted applications or documents or
sensitive data?

– Use an alternate number instead of a SSN for
employee, client and customer ID numbers?

– Ever send out mail that includes your complete SSN?

www.idtheftcenter.org
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ID Theft Resource Center
– Require health insurance providers to use an

alternate number rather than the SSN for
membership numbers on health insurance cards

– Train designated staff about security procedures
in sending sensitive personal data fax, email or
telephone?

– Notify members and employees in advance as to
the purposes of data collection, to whom it will be
distributed and the subsequent use after
fulfillment of the original purpose?

• BBB Video

www.idtheftcenter.org

ProLinks Club Finance Discussion
“I have 2 board members that have refused to
tender their social security to our new bank.
The bank after some considerations has
accepted other ID. My concern is these
members can not be run through the banking
industries scan for violations. Our by-laws do
not address this situation at all - but this has
sent out red flags for me. Is there any
recommendations or considerations I could
review to help me?”
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ProLinks Club Finance Discussion
• Banks do not need SSN on signers as clubs

are corporations and tax idN should be the
corp id number. In Texas liquor licenses do
require all directors and officers plus their
spouses personal history sheets which
includes everything including SS# on both.
Hey they even require height and weight of
the spouses. I have been a signer on bank
accts as the controller for over 25 years
and never had to give my SSN. The only
other time a SSN needed is for a redemption
check to a resigned member so you can send
the 1099B.

ProLinks Club Finance Discussion
• Our Board members are required to complete

a very detailed personal information sheet
(including SSN and criminal history) for our
liquor license each year. Some board
members complain about the information that
is requested but once I explain that our liquor
license will not be renewed without it, they
always provide the information.
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ProLinks Club Finance Discussion
• All of our members are required to submit a

SSN so that we can do a credit check before
they even become a member. If they are
signers on the accounts, they should
automatically be required to submit socials.
We also have to ask board members for
extensive information for our liquor license.
My concern to you is: what are they hiding if
not willing to provide their SSN's to a
financial institution for the good of their
club? Weird.

ProLinks Club Finance Discussion
• As a club that serves alcohol, there should be

an Alcoholic Beverage Control license that
needs to be renewed annually? As a pre-
requisite for becoming a board member they
are required to fill out forms and have
criminal and driving record background
checks. These forms require their SSN. I
would check to see who maintains the
licenses of the club and see if they can
provide the information.

• I believe the SSN requirement is a result of
the Homeland Security Act, and thus is
required in all states.
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ProLinks Club Finance Discussion
• I stand corrected as I went back to my

bank acct signature sheets to check it out.
They do have my SSN on it. It was already
filled in by my corporation and did not
notice. My assistant typed the forms and
put in my SSN. It was the new forms
completed this year. I did remember when I
went to bank they also asked for drivers
license for photo id too. That would be tough
getting from members who sign on the accts
as they hate giving out any info to you.

Resources
• Federal Trade Commission

www.consumer.gov/idtheft/index.html
• Better Business Bureau

www.bbbonline.org/IDTheft/
• http://www.privacyrights.org/identity.htm
• National Association for Information

Destruction http://naidonline.org
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FACT Act Of 2003

• Required FTC, SEC, FDIC and others to
adopt consistent and comparable rules
regarding proper disposal of consumer report
information and records

• Final FTC rule effective June 1, 2005

The Fair and Accurate Credit
Transactions (FACT) Act of 2003

FACT Act Of 2003
• “Any person who maintains or otherwise

possesses consumer information for a
business purpose must properly dispose of
such information by taking reasonable
measures to protect against unauthorized
access to or use of the information in
connection with its disposal”
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FACT Act Of 2003
• Reasonable measure examples:

– Implementing and monitoring compliance with
policies and procedures that require the burning,
pulverizing or shredding of papers containing
consumer information so that the information
cannot practicably be read or reconstructed

– Implementing and monitoring compliance with
policies and procedures that require the
destruction or erasure of electronic media
containing consumer information so that the
information cannot practicably be read or
reconstructed

FACT Act Of 2003
– After due diligence, entering into and monitoring

compliance with a contract with another party
engaged in the business of record destruction to
dispose of material, specifically identified as
consumer information, in a manner consistent
with this rule.

• What’s your document management process?
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